Towards a safe and Trusted
Cyber Society in Grenada

Speaker of the House of Representatives,
Honorable Leo Cato.
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Regional Experiences

2022 Over 700,000 Massy Customers Files Dumped — Disruption
Trinidad

Government’s Website Hacked by “Islamic State” locals

2014 USS150 Millions Stolen From Scotia Bank

Jamaica




Objective:
* To Strengthen Regional Cooperation and Help Governments Address Cyber Security

Vulnerabilities.
* To form a Regional Network to Gather Electronic Criminal Evidence (Drills)

Priority Areas:

* Training

* Legislation

* Technical Capacity
* Law Enforcement
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Offences

Unauthorized access and interference
Sending offensive messages ldentify
theft

Electronic forgery, fraud, stalking
Electronic Terrorism, Spam

Violation of privacy

Prank Calls to law enforcement

Child pornography

Spoof and spam

Electronic Crimes Act (2013)
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Investigations and

Miscellaneous
Procedures

Preservation order
Disclosure of preserved data order v Institution of criminal proceedi

P ' .
OGHEHOMOrEr : o v’ Extraditable offences
Powers of access, search and seizure for investigating

Real time collection of traffic data v’ Order for compensation
Mobile phone tracking in emergencies v Forfeiture

Arrest without warrant v Regulations
Deletion

No liability for service provider



The National Cyber Security )
Incidence Response Team NCSIRT Roles & Functions

Cyber Security Awareness Raising and Capacity Building
= Design of, and execution of initiatives

= Spread information on cybercrime and cyber

= Educate constituents, stakeholders, and the public

= Build and empower a local community of experts

= Curbing cybercrime through capacity building

\N" Cyber Threat Intelligence
&"”) = Proactive service of monitoring of security trends
w..«" ® Gather and analyze information from this monitoring
= |dentify potential cyber threats, recurring patterns,
and advice on countermeasures.

p The CSIRT manages Incidents
ﬂ, Reactive Services to minimize impact.
A Coordinating activities of a cyber incident detection,
triaging, analysis, response, and recovery.
Once the incident is resolved, the CSIRT shall report







For a Cyber Safe
Region

All Hands on Deck






