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The problem of cybercrime ...
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The mechanism of the Budapest Convention

Budapest Convention on Cybercrime (2001):

1. Specific offences against and by means of computer
systems

2. Procedural powers with safeguards to investigate
cybercrime and collect electronic evidence in relation
to any crime

3. International cooperation on cybercrime and e-
evidence

+ 15t Protocol on Xenophobia and Racism via Computer
Systems

+ 2" Protocol on enhanced cooperation on cybercrime
and electronic evidence (Strasbourg, 12 May 2022)

+ Guidance Notes

By 30 June 2023: 68 Parties and 21 Observer States

Budapest Convention on Cybercrime
and related standards

“Protecting
you and your
rights in
Cybercri_me ' cyberspace” Cybercrime
Convention Programme Office
Committee (C-PROC) for
(T-CY) capacity building




Content of the Budapest Convention

Criminalising
conduct

= |llegal access

= |llegal interception

= Data interference

=  System interference
= Misuse of devices

* Fraud and forgery

= Child pornography
= |PR-offences

Procedural tools

= Expedited
preservation

= Production orders

= Search and seizure

= Interception of
computer data

Limited by safeguards

International

cooperation
= Extradition

= MLA

= Spontaneous
information

= Expedited
preservation

= MLA for accessing
computer data

= MLA for interception
= 24/7 points of contact

Procedural powers and international cooperation for any criminal
offence involving evidence on a computer system!




Content of the Budapest Convention
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toll on patients’ health across the U.S.
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SAN JOSE, Costa Rica (AP) — After a month of cripplin
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ransomware attacks, Costa Rica has declared a state of
emergency. In theory, the measure usually reserved to deal

UK suffers third highest number of ransomware
attacks globally

with natural disasters or the COVID-19 pandemic would free

The Costa Rica Ransomware Attacks: The
B Implications of Cyberattacks on Critical
Infrastructure

Based on an analysis of around 5,000 ransomware incidents, NordLocker has found
that UK busi , and small busi in particular, are a priority target for
ransomware gangs

o By Sebastian Klovig Skelton, Senior reporte

Posted on August 11, 2022 by JP Perez-Etchegoyen in Best Practices

o Costa Rica’s ‘War’ Against Ransomware Isa ::::::
WannaCry, Pet.ya, Not.Pe?ya. !10w ke U Callforthe Reelor
ransomware hit the big time in 2017

Most first encountered ransomware after an outbreak shut
down hospital computers and diverted ambulances this year. Is
it here to stay?



Art. 2
Art. 3
Art. 4
Art. 5
Art. 6
Art. 7
Art. 8
Art. 11
Art. 12
Art. 13

lllegal access

lllegal interception

Data interference
System interference
Misuse of devices
Computer-related forgery
Computer-related fraud
Attempt, aiding, abetting
Corporate liability
Sanctions and measures

Content of the Budapest Convention: example ransomware

Convention on Cybercrime

Article | Budapest Convention on Art. 14-21  Procedural powers
Cybercrime

=)

4

Ransom-
ware
offences

L)

-

Convention on Cybercrime

Art. 23-35

International cooperation

Art. 7

Art. 8

Art. 9

Art. 10
Art. 11
Art. 12

2nd Additional Protocol to Convention
on Cybercrime

(Direct) Disclosure of subscriber
information

Giving effect to orders from another
party for expedited production of
subscriber information and traffic
data

Expedited disclosure of stored
computer data in an emergency

Emergency mutual assistance
Video conferencing

Joint investigation teams and joint
investigations




Reach of the Convention on Cybercrime

Indirativa man anh

Parties: 68

Signed: 2 Other States with substantive laws broadly in line with Budapest Convention: 45+ .
Invited to accede: 19 Further States drawing on Budapest Convention for legislation: 30+

= §9 = 75+




How to accede to the Budapest Convention

Treaty open for accession (article 37)

Phase 1: Phase 2:

= A country with legislation in = 5 years for the completion
place of the process

= |etter from Government to = Domestic procedure (e.g.
CoE expressing interest in decision by national
accession Parliament)

= Consultations (CoE/Parties) in | | = Deposit of the instrument
view of decision to invite of accession

= [nvitation to accede




15t Additional Protocol to the Budapest Convention

Protocol concerning the Key provisions

criminalisation of acts of a

racist and Xe'_]OPhOb'c = Dissemination of racist and xenophobic material
nature committed through through computer systems (Article 3)
computer systems = Racist and xenophobic-motivated threat (Article 4)

and insults (Article 5)

Formal adoption 7 November 2002 , L C e
= Denial, gross minimisation, approval or justification of

Opening for signature 28 January 2003 genocide or crimes against humanity (Article 6)
= Relation between the Convention and this Protocol
Entry into force 01 March 2006 (Article 8)

Currently 35 State Parties




The first Protocol on Xenophobia and Racism: implementation

Paties | |Signatories

Albania Morocco Canada

Andorra Montenegro Austria

Armenia Netherlands Belgium

Bosnia and Herzegovina North Macedonia Estonia

Croatia Norway Iceland

Cyprus Paraguay ltaly

Czech Republic Poland Liechtenstein

Denmark Portugal Malta

Finland Romania Switzerland

France San Marino South Africa

Germany Senegal Tiirkive

Greece Serbia y

Iceland Slovakia

Latvia - Slovenia Status as at 30 June 2023
Lithuania Spain

Luxembourg Sweden

mg:]dacl\;a Ukraine » 35 Parties + 11 Signatories




The first Protocol on Xenophobia and Racism: resources

First additional protocol dedicated page :

The official text of the protocol in official and non-official languages
Conference

Webinars
Cyberviolence webpage

Cyberviolence at a glance ~ Themes ~ Legislation ~ Initiatives, policies, strategies Resources v Cybercrime website

You are here:

Time for urgent action
to stop democratic
backsliding, Secretary
General tells Summit

LN A= A== N

Secretary General Marija Pejcinovi¢ Buri¢ has called
on Europe’'s leaders to act urgently to

View all news

= What is cyberviolence? (@ Why is addressing it important?

Cyberviolence being a relatively new phenomenon that encompasses a Cyberviolence is often misunderstood and not taken as seriously as it
should be. Yet, it is important to re ay start

er that erviolence

wide variety of crimes, the term is still difficult to define precisely. The T- ;

CY Working Group on cyberbullying and other forms of violence, in its OniE: REGICOR offline witt ng JHENGES TOLENE

Mapping Study on Cyberviolence, settled on defining cyberviolence as: victims and their families. Threats of violence, stalking, incitement to
suicide, sollictation of children for sexual purposes... may all result in the

victim self-harming or being physically attacked by the initial perpetrator.


https://www.coe.int/en/web/cybercrime/first-additional-protocol
https://www.coe.int/en/web/cyberviolence/cyberviolence-at-a-glance

Where is the crime?

Where is the data, where is the evidence?
Who has the evidence?

Where is the boundary for LEA powers?

T
L 1‘\ ‘-.

y B Transnational nature of cybercrime and e-evidence
» Crime and jurisdiction in cyberspace

g » Need for public/private and international cooperation



Why a new Protocol?

Cybercrime: Threat to Problem:

» Human rights

= Proliferation of cybercrime
= Any type of crime now involving e-

» Democracy evidence
» Rule of law * Evidence somewhere in foreign, 2nd Protocol to
multiple,  shifting  or  unknown
jurisdictions help address
Positive obligations: = Effective means not available to obtain these
> Provide the means to the disclosure of e-evidence hall
. » Less than [0.1%)] of offences in cha enges
lprolte.Ct the ”ghts of cyberspace lead to prosecutions and
individuals, also convictions
against crime » Do victims obtain justice?

www.coe.int/cybercrime




Rationale: Why a 2" Additional Protocol to the Budapest Convention?

» How to obtain subscriber information efficiently?

» How to cooperate directly with a service provider in another Party?

» How to obtain WHOIS data (domain name registration information) from registrars?
» How to obtain stored data, including content, in an emergency situation?

» How to make mutual assistance more effective?

» How to reconcile efficient and effective measures with rule of law and data protection requirements?

www.coe.int/cybercrime



2" Additional Protocol to the Convention on Cybercrime: content

Preamble

Chapter I: Common provisions

Article 1
Article 2
Article 3
Article 4

Chapter II:

Article 5
Article 6
Article 7
Article 8

Article 9

Purpose

Scope of application
Definitions
Language

Measures for enhanced cooperation
General principles applicable to Chapter ||

Request for domain name registration information

Disclosure of subscriber information

Giving effect to orders from another party for expedited production of

subscriber information and traffic data

Expedited disclosure of stored computer data in an emergency

Article 10 Emergency mutual assistance

Article 11 Video conferencing

Article 12 Joint investigation teams and joint investigations

Article 13
Article 14

Chapter IV:

Article 15
Article 16
Article 17
Article 18
Article 19
Article 20
Article 21
Article 22
Article 23

Article 24
Article 25

Chapter lll - Conditions and safeguards

Conditions and safeguards
Protection of personal data

Final provisions

Effects of this Protocol

Signature and entry into force
Federal clause

Territorial application

Reservations and declarations

Status and withdrawal of reservations

Amendments
Settlement of disputes
Consultations of the Parties and

assessment of implementation
Denunciation
Notification



2nd Additional Protocol to the Budapest Convention

Protocol on enhanced Key provisions:
cooperation and disclosure
of electronic evidence = Direct requests to registrars for data to identify

registrants of domains (Article 6) or and orders to
service providers to obtain subscriber information
(Article 7)

Formal adoption 17 November 2021 = Giving effect to production orders from another Party
(Article 8)

= Expedited cooperation in emergencies (Art. 9 and 10)

= Tools for mutual assistance (Article 11 - video
conferencing and Article 12 — joint investigation
teams and joint investigations)

= Rule of law and data protection safeguards (Articles
13 and 14)

Negotiated 2017 — 2021 by Parties to
the Budapest Convention

Opening for signature 12 May 2022




Scope

-Related to an investigation or
proceeding(relevance-

Criminal Justice Treaty proportionality)

-Not to gather intelligence or
mass surveillance

Electronic
transmission

-Related to cybercrimes
Related to electronic evidence -Related to any crime including
electronic evidence




Scope — electronic transmission




2" Additional Protocol to the Convention on Cybercrime: efficency with safeguards

Efficiency with safeguards

Means for a more effective criminal justice
response:

= Direct cooperation with service providers in
other jurisdictons to obtain  subscriber
information

= Direct requests to registrars to obtain domain
name registration information

= More effective means to obtain subscriber
information and traffic data through government-
to-government cooperation

= Expeditious cooperation in emergency situations

= Joint investigations and video-conferencing

Subject to a strong system of safeguards:

Article 2 - scope of Protocol: specific criminal
investigations or proceedings related to cybercrime and e-
evidence

Article 13 incorporates Article 15 of the Convention to
ensure the adequate protection of human rights and
liberties and that provides for the principle of
proportionality

Article 14 provides for detailed data protection safeguards
that are unique for a criminal justice treaty

Articles specify types of data to be disclosed

Articles specify information to be included to permit
application of domestic safeguards

Reservations and declarations to permit domestic
safeguards and limit information to be provided



2" Additional Protocol to the Convention on Cybercrime: next

2" Additional Protocol to the Convention on Cybercrime on enhanced cooperation

and disclosure of electronic evidence (CETS 224)
Signatories (status 30 June 2023):

1. Andorra 18. Ghana 35. Slovenia Ratification: (status 30 June 2023): 1. Serbia

2. Albania 19. Greece 36. Spain

3. Argentina 20. Hungary 37. Sri Lanka Next:

4. Austria 21. Iceland 38. Sweden

5. Belgium 22. Italy 39. Ukraine . .

6. Bulgaria 23. Japan 40. United Kingdom | B> Signature by other Parties

7. Cabo Verde 24. Lithuania 41. USA

8. Canada 25. Luxembourg . :
9. Chile 26. Malta » Ratification (5 needed for entry into force)
10. Colombia 27. Mauritius

11. Costa Rica 28. Montenegro , .

12. Croatia 29. Moldova > Capamty bU|Id|ng

13. Dominicanrep. 30. Morocco

14. Estonia 31. Netherlands

15. Finland 32. North Macedonia

16. France 33. Portugal

17. Germany 34. Romania



2" Additional Protocol to the Convention on Cybercrime: benefits

Benefits of the Protocol

Operational value: Policy value:

= Basis for direct cooperation with service providers for

L e . " = Convention on Cybercrime will remain
subscriber information (“direct disclosure”)

relevant and effective

= Effective means to obtain subscriber information and = Efficient cooperation with rule of law and

traffic data ("giving effect’) data protection safeguards is feasible
= Cooperation in emergencies (“expedited disclosure” + = Respect for free Internet with limited
emergency MLA”) restrictions in case of criminal misuse
= Mutual assistance tools (“video-conferencing”, “JITs") (specific criminal investigations, specified
= Data protection safeguards to permit the flow of data)

personal data under the Protocol



The Convention on Cybercrime: Backed up by capacity building

Budapest Convention on Cybercrime
and related standards

“Protecting
you and your

rights in
Cybercrl_me -' cyberspace” Cybercrime
Convention Programme Office
Committee (C-PROC) for

(T-CY) capacity building




The Convention on Cybercrime: Backed up by capacity building

Google, META, Microsoft, and...

CyberSouth: Study visit to Multinational Service Providers
6-7 JUME 2023 DUBLIN, IRELAND

The CyberSouth project, a joint endeavour of the Council of Europe and Eurcpean Unian,
arganised a study visit to Multinational Service Providers, to enhance public-private

partnership to address cybercrime, during & and 7 June 2023, in Dublin, Ireland. Binance,

CyberEast: Trainings on the handling of cyber incident and
cybercrime taxonomy take place in the Eastern Partnership
countries

29 MAY - 3 JUNE 2023 EASTERMN PARTMEREHIP REGION

Thanks to the vital contributicns of project partners from Armenia, Azerbaijan, Georgia, the Republic of Moldova and

Ukraine, the CyberEast joint project of the European Union and of the Council of Eurcpe has completed a series of Training

Octopus and GLACY+ Projects: Training on Child Protection
System for countering online child sexual exploitation and
abuse in Mauritius

o MaY 2023 MALURITIUE

The increasing use by children of information and communication technologies (ICTs) has created new opportunities for

sexual offenders to target and harm children. As a continuation of the support to the authorities of Mauritius in fighting

online child sexual exploitation and abuse (OCSEA)...

CyberSouth: Training course on electronic evidence for
judges and prosecutors
23-31 MAY 2023 TUMIE, TUNISIA

The CyberSouth and AP-JUST projects, joint endeavours of the Council of Europe and

Eurcpean Union, co-organised the training course on electronic evidence for Tunisian judges and prosecutors, in co-

-

GLACY+: First part of the ToT on Cybercrime and Electronic
Evidence for judges and prosecutors in Peru

Between 22-26 May 2023, was organised in Lima the first Introductory training on

Cybercrime and Electronic Evidence for judges and prosecutors, since Peru's onboarding as GLACY+ priority country in 2022.

The activity is part of the broader Training of Tainers (TaT) programme aimed at creating a...

GLACY+: Co-operation with Timor-Leste on the legislative
reform on cybercrime and electronic evidence
DLl

17 MAY 2023

TIMOR-LESTE

On 17 May 2023, the GLACY+ Project, a jeint action of the European Union and the Council of

Eurcpe, in co-operation with the Ministry of Justice of Timor-Leste, organised a ane-day workshop to discuss the draft law

currently being prepared by the national authorities in view of implementing the...

B
iy

CyberEast: Introductory and Advanced training course on
cybercrime and electronic evidence for 20 Ukrainian judges

BUCHAREST, ROMAMNIA

Between 2-6 May 2023, the National School of Judges of Ukraine, with the support of

Cybertast, a joint project of the Council of Europe and of the European Union, held an introductory training course, followed

by an advanced session on cybercrime and electronic evidence, designed for judges...

CyberEast: 25 Ukrainian investigators and prosecutors
attend a training course on cybercrime and e-evidence in
Suceava

23-23 APRIL 2023 SUCEAYA. ROMANIA

Cybertast, a joint project of the European Union and of the Council of Europe, in co-operation with Palice, Security services

and the Prosecutor's Office training institution of Ukraine, organised a four-day exercise on cybercrime and electronic

evidence in Suceava, Romania. This course was...



The Convention on Cybercrime: Backed up by capacity building

= s CvberSouth: Workshop on cvbercrime legislation in lordan
=*~1 Cybercrime Programme Office of the Council of Europe (C-PROC) in
.- | Romania:

» Support processes of change towards stronger criminal justice capacities
on cybercrime and e-evidence in line with the Budapest Convention and
with rule of law safeguards

5 ongoing projects with a cumulative budget of EUR 40 million

detectives of
male) increas 40 Staff

Some 400 activities per year = 1500+ since 2014
Capacity for virtual capacity building
7+E8 . Cooperation with 120+ countries in 2022
This is the re

Joint projects with the European Union

Voluntary contributions by Canada, Hungary, Iceland, ltaly, Japan,
Netherlands, UK and USA in 2020-23

— Support to T-CY

cybercrime and electronic evidence with the provisions of the Budapest Convention on...

ing national delivery of an introductory course
d electronic evidence in Benin

JU, BENIN

ember, a group of judges and prosecutors from Benin, who had
ted workshop earlier in August, delivered for the first time an
ze to their peers. During the first...

Current projects:
» GLACY+
» CyberEast

Nl > CyberSouth
» iPROCEEDS-2
» Octopus

\CY+: 9th Africa Working Group on
in Rwanda

3 partner of the GLACY+ Project, organised the 9th Africa Working
in Rwanda from 18 to 22 July 2022. The AF-WGM is an annual
t practices in the region. This...




The Convention on Cybercrime: Backed up by capacity building

CyberSouth: Workshop on cybercrime legislation in Jordan
GLACY+: Supporting national delivery of an introductory course

21-22 SEPTEMBER 2022 JORDAN . . . : .
on cybercrime and electronic evidence in Benin

\ i ” PrOJects managed by C-PROC support:

Workshop on ¢ Eronmag

P Strengthening legislation on cybercrime and electronic wiew Rationale:

“ evidence in line with rule of law and human rights (including Support countries in the
L data protection) standards implementation of the

L : § Convention on Cybercrime
pewmmeer B> Training judges, prosecutors and law enforcement officers y

male) increase

» Establishing specialized cybercrime and forensic units and
improving interagency cooperation el > Priority given to countries

e-evid

o > Promoting public/private cooperation i that are Parties to or that have

M requested accession to the
B Convention on Cybercrime

Thls is the reas

P Protecting children against sexual violence online

> Enhancmg the effectiveness of international cooperatlon INTERPOL and GLACY: Sth Africa Working Group on
ypercrime meets iIn Rwanaa

‘\
U U U ' U P -
" \f f S i
i - e o2 . 18-22 JULY 2022 KIGALI, RWANDA

y PANAMA&ONLINE 15 SEPTEMBER 2022 o — - ) ) ) ) . !
AN INTERPOL, as implementing partner of the GLACY+ Project, organised the 9th Africa Working

7)) i 3 " y
N On 15 September, the Council of Europe, through the GLACY+ joint project wih the European Group Meeting on Cybercrime for Head of Units (AF-WGM) in Rwanda from 18 to 22 July 2022. The AF-WGM is an annual
Union, held a hybrid workshop with the authorities of Panama in view of further harmonising national legislation on event that aims to facilitate sharing of information and best practices in the region. This...

=8 =4

cybercrime and electronic evidence with the provisions of the Budapest Convention on...



Joining the Budapest Convention on Cybercrime: benefits

Benefits

Stronger and more consistent legislation

More efficient international cooperation between Parties

More investigation, prosecution, adjudication of cybercrime and e-evidence cases
Trusted partnerships and public/private cooperation

Catalyst for capacity building

Better cybersecurity performance

Participation in the Cybercrime Convention Committee (T-CY)

Participation in future standard setting (Guidance Notes, Protocols and other additions to
Budapest Convention)

Contribution to human rights/rule of law in cyberspace

LN X X XX

AN

“Cost”: Commitment to cooperate

Disadvantages?
e





https://www.coe.int/en/web/cybercrime/home

